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TITLE 

System and Method for Protecting Digital Contents 
SUMMARY 

The present invention relates to a method and system for protecting information, 
which completely prevent all kinds of digital contents, such as the enciphered texts, music, 
multimedia-lectures, movies, software, games and etc. provided on-line or off-line, from 
being copied and transmitted illegally, which is the behavior of infringing copyrights. 

The purpose of present invention is to provide a method and system having high 
security abilities, which use the general application programs instead of the exclusive 
viewer programs for seeing the enciphered contents and can enble to see the contents by 
streaming method during downloading them. The present invention provides also a 
computer-readable recording medium in which a program for performing the method is 
recorded. 

The subject of the present invention is to provide a method for using general 
application programs by hooking file I/O request message in the step of the device driver of 
a user's computer, and generating, modifying, or deleting it. In particular, the present 
invention provides the method for modulating the message of the file off-set and the file 
length asked by the application program in the step of DRM device driver, demodulating it 



on the buffer memory, and restoring and transmitting it to the application program. 

Therefore, the present invention can provide a method for protecting information 
without fear of breaking encryption because it demodulates the data divided into the 
constant unit continuously on the buffer memory instead of keeping the digital contents in 
certain restoring devices in the demodulated state, and transmits it to the application 
program. 

Furthermore, the present invention can provide the convenience for using and the 
simplicity for managing of upgrade by certifying the user and registering, certifying and 
managing the application program in the DRM certification server connected on-line. 
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PXIg aa*. seas. CIX|§X^S,^a2^£|. Digital Rights Management. ORM. ClbhOI^ H£fOim 



E ^l^°J ORM SSngOII ^agh gEIB A|>il!M UEUHfe 2<!^E. 
E 2fe S ^►gSI ClXlg gjeiso, Al^Ug UEIUIfc 

E 4fe ORM eiSAHtHSI ggng^g =^ §u ^^^^^ ^^,,^1^ 

E 5b S srssi ORM A|^g)2| g sfgg UE^LHb 2^'E. 

E 7s gfsaa pjig a@!*oj oj^i 3jgg aw^b sme. 

E 9fe gg 2fgg eOi^fe S^'E. 

E ICS gfSSfS PAIS =SSf 3t§g SW^fe S^£. 

E lie &2st@ Qx\m ^^as^^I si a^aoi* x^£|s^fe nfgg ao^b eA.^ 
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^b egsm ^^1 o^go^ y - o^u^f ^^^ii bHsg aap ccTai^ 

as Aig2} AI2}. &°|g^, igg^oi so^:>^b pxig ae!*°i jmn asoiiAib ifdei xi^fais s 
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w^^oioii a^ssfs ai!!* imsixioj qioiehb saixhsszioi mnioiieEioii sisfw 5isish 
^ J*^. nh^goioii sjjiis =ssf@ aei* nHsixisi aioiEie ^S! 



i?'«^^io7^f ^ ^'^^ i^i^DHaife. cixig ?^s*oi sees Ai>.ijoii, 

Xl« AfgXPf idg!ioK)j XfgoS DRM gyoie^e 523^(200)01 ^S6f04 Seis IW5IXI^ SIICH 

Ses g^ioFfe geS^S bHf°g DRM M£}OieiM HSZlSOl oiEHyiog Qp^ oi 
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usaoi 2ifc »^Ai^i!(240) Ahoioii ?i»msAj imo^n) °>jirr^f) J^u^ ™f' 

OHA^SsTaak'rilS^rafAiTio^ u^^^^^ Input/Output Request Message)* ^%imoi. ^Dl 

gSil!(file offset) iy K^aoKfile lengttDOil eta EtfeTg^ei mfir- «f^3 of S^Sn^ 
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25-5 



Kis^meMf 5KT;fi filjgf if Iff Mf ErS 11 



Sll.^^^ - ^^^^ ^rL^mS^ I 
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rt o -^ ^'Spil>M°J gfSSf g.^gg Rijndael SfUBIgM 16dfOI = ( 128td| e ) B?IS ^^shqo, 



25-6 
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e Acrobat Reader 40 
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